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Cases Preview ©

Case Time ¥

2025-05-05 14:34:47

2025-05-02 16:51:47

2025-04-29 08:13:37

2025-04-29 06:56:53

2025-04-23 18:26:02

Case ID

INC-DFI-10052

INC-DFE-10030

INC-DFE-9937

INC-DFE-9936

INC-DFE-9840

Case Name

Security principal reconnaissance (LDAP)

Malware was detected in a zip archive file

A script with suspicious content was observed

Malware was detected in a zip archive file

'OneStart' unwanted software was detected during a
scheduled scan

Asset

VAAW-VM

bubick--5540

slorn-7470

bubick--5540

blamix-5520
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v Assets

Protected Assets ©

312

Assets Preview @

Host Name First Seen IP Address Last Seen Protected By OS Platform

mango--5540.vancord.local 49 days ago 192168160176 Less than a day ago Microsoft Defender for Endpoint Windows 11 (version 23H2, 64-bit, build 22631)
watermelon-5520.vancord.local 480 days ago 192168.1M 178 days ago Microsoft Defender for Endpoint Windows 11 (version 23H2, 64-bit, build 22631)
pear-xpsi15.vancord.local 480 days ago 192168140184 Less than a day ago Microsoft Defender for Endpoint Windows 11 (version 23H2, 64-bit, build 22631)
grape--5520.vancord.local 144 days ago 10.100.112126 Less than a day ago Microsoft Defender for Endpoint Windows 11 (version 23H2, 64-bit, build 22631)
apple-5520.vancord.local 476 days ago 10.0.0.105 Less than a day ago Microsoft Defender for Endpoint Windows 10 (version 22H2, 64-bit, build 19045)
plum-5520.vancord.local 480 days ago 192168127.63 Less than a day ago Microsoft Defender for Endpoint Windows 11 (version 23H2, 64-bit, build 22631)
banana-c307-7440.vancord.local 459 days ago 192168.118.62 Less than a day ago Microsoft Defender for Endpoint Windows 10 (version 22H2, 64-bit, build 19045)
orange-5520.vancord.local 480 days ago 10.100.160.97 Less than a day ago Microsoft Defender for Endpoint Windows 11 (version 23H2, 64-bit, build 22631)
stonefruit--5540.vancord.local 424 days ago 10100.112.51 4 days ago Microsoft Defender for Endpoint Windows 11 (version 23H2, 64-bit, build 22631)
peach.vancord.local 273 days ago 10.100.175.26 5 days ago Microsoft Defender for Endpoint Windows 11 (version 23H2, 64-bit, build 22631)
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v Appendix A - All Cases

Cases ©

Case Time ¥

2025-05-05 14:34:47

2025-05-02 16:51:47

2025-04-29 08:13:37

2025-04-29 06:56:53

2025-04-23 18:26:02

Case ID

INC-DFI-10052

INC-DFE-10030

INC-DFE-9937

INC-DFE-9936

INC-DFE-9840

Case Name

Security principal reconnaissance (LDAP)

Malware was detected in a zip archive file

A script with suspicious content was observed

Malware was detected in a zip archive file

Asset

VAAW-VM

bubick--5540

slorn-7470

bubick--5540

'OneStart' unwanted software was detected during a scheduled

scan

blamix-5520
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Case Severity

Medium

Informational

Medium
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Informational

Case Category

Discovery

Malware

Execution

[\ ENEI
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v Appendix B - All Assets

Assets ©
Host Name First Seen IP Address Last Seen Protected By OS Platform
mango--5540.vancord.local 49 days ago 192168160176 Less than a day ago Microsoft Defender for Endpoint Windows 11 (version 23H2, 64-bit, build 22631)
watermelon-5520.vancord.local 480 days ago 192168.1M 178 days ago Microsoft Defender for Endpoint Windows 11 (version 23H2, 64-bit, build 22631)
pear-xpsi15.vancord.local 480 days ago 192168140184 Less than a day ago Microsoft Defender for Endpoint Windows 11 (version 23H2, 64-bit, build 22631)
grape--5520.vancord.local 144 days ago 10.100.112.126 Less than a day ago Microsoft Defender for Endpoint Windows 11 (version 23H2, 64-bit, build 22631)
apple-5520.vancord.local 476 days ago 10.0.0.105 Less than a day ago Microsoft Defender for Endpoint Windows 10 (version 22H2, 64-bit, build 19045)
plum-5520.vancord.local 480 days ago 192.168127.63 Less than a day ago Microsoft Defender for Endpoint Windows 11 (version 23H2, 64-bit, build 22631)
banana-c307-7440.vancord.local 459 days ago 192168.118.62 Less than a day ago Microsoft Defender for Endpoint Windows 10 (version 22H2, 64-bit, build 19045)
orange-5520.vancord.local 480 days ago 10.100.160.97 Less than a day ago Microsoft Defender for Endpoint Windows 11 (version 23H2, 64-bit, build 22631)
stonefruit--5540.vancord.local 424 days ago 10.100.112.51 4 days ago Microsoft Defender for Endpoint Windows 11 (version 23H2, 64-bit, build 22631)
peach.vancord.local 273 days ago 10.100.175.26 5 days ago Microsoft Defender for Endpoint Windows 11 (version 23H2, 64-bit, build 22631)
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